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Audit Details

4.0 Context of the Organisation

4.1 - 4.3 Context of the organisation and its scope

1) Can the organisation demonstrate that it has considered a range of internal and external issues relevant to its
purpose and strategic direction that affect its ability to achieve the intended results of its ISMS?

Examples would be GAP, SWAT

2) Have interested parties or stakeholders been identified relevant to the ISMS?

3) Has the scope been determined and does it consider the products and services of the organisation?

4) That interfaces and dependencies between activities performed by the organisation, and those that are performed
by other organisations?

4.4 Management system and its processes
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1) Has the Organisation considered elements surrounding the effective operation and implementation of its
processes?

This includes: Inputs, outputs and interactions of the processes. The effective operation and control of these processes. Assigning

responsibilities and authorities for these processes. The risks and opportunities in relation to information security. Change Management of

these processes.

2) Can the Organisation demonstrate evidence that it is retaining and maintaining documented information to support
the operation and demonstration of the processes?

Total : 0 of 0 (0.00%)

5.0 Leadership

5.1 Leadership and commitment

Top management shall demonstrate leadership and commitment with respect to the information security management system

1) Does the management team demonstrate leadership and commitment with respect to relevant aspects of the ISMS?

This includes: Demonstrating commitment to the effectiveness of the system. Demonstrating objectives. Ensuring the Information Security

requirements are integrated into the business. Ensuring ISMS resources are available. Communicating the importance of the ISMS. Ensuring

the ISMS achieves its intended results. Promoting improvement. Supporting other relevant management roles in leadership responsibilities.

5.2 Policy

1) Has the organisation established, implemented and maintained an Information Security Policy?

2) Is the Policy appropriate to the purpose of the organisation and include a commitment to satisfy applicable
requirements of Information Security and continual improvement?

The policy shall be available as documented information, communicated within the organisation and available to interested parties as

appropriate.

5.3 Roles, Responsibilities and Authorities

1) Have management assigned, communicated and confirmed relevant roles/authorities within the Organisation with
respect to the ISMS?

This is to ensure that: The processes deliver the intended outputs to conform with the International Standard. The ISMS performance is

measured and opportunities for improvement are promoted. Reporting on the performance to top management.

Total : 0 of 0 (0.00%)

6.0 Planning

6.1 Actions to Address Risks and Opportunities

Page 2 of 6 Audit Report ISO 27001 Internal Audit was generated on 19/03/2021 by Andrew Thornhill



1) In determining Risks and Opportunities, has the Organisation considered external and internal issues alongside
stakeholder needs and requirements?

This is in order to: Achieve intended results. [] Enhance desired effects. [] Reduce undesired effects. [] Achieve improvement.

2) Has the Organisation planned actions to address these Risks and Opportunities?

All risks and actions taken should be proportionate to their potential impact.

3) Has the Organisation integrated, implemented and evaluated the effectiveness of these actions into the ISMS'
Processes?

Arrangements should be in place for the participation of staff (where appropriate) in areas such as Information Security Risks and

Opportunities.

4) Has the organisation defined and apply an Information Security risk assessment process that: - Establishes risk
acceptance criteria - Criteria for performing the assessments - Ensures that repeated assessments produce consistent,
valid comparable results. - Identifies Information Security risks associated to loss of: Confidentiality; Integrity;
Availability. - Identifies risk owners - Analysis the risks and potential consequences, likelihood and risk levels -
Evaluates the risks against the criteria and prioritises

Documented information must be retained and demonstrated

5) The organisation shall define and apply an Information Security Risk Treatment process to: - select appropriate
information security treatment options - determine controls necessary - compare controls - produce a statement of
applicability - formulate the plan - obtain risk owners approval of the residual risks

Documented information of evidence must be provided to back this up

6.2 Information Security Objectives and Planning to Achieve Them

1) Has the Organisation established Information Security objectives for the ISMS at relevant functions, levels and
processes?

These objectives shall: Be aligned to the Policy. Consider compliance obligations. Be relevant, measurable, monitored and communicated.

Take in to account risk assessments and treatment. Determine What, When, Who and how results are Evaluated.

2) The organisation shall retain documented information on the objectives, and when planning how to achieve should
consider:

- What will be done; - What resources will be required; - Who will be responsible; - When they will be completed; - How results will be

evaluated.

Total : 0 of 0 (0.00%)

7.0 Support

7.1 Resources - Has the Organisation:

These questions are related to clauses 7.1.1 - 7.1.6 of ISO 9001:2015.
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1) The organisation shall determine and provide the resources needed for the establishment, implementation,
maintenance and continual improvement of the information security management system.

The Organisation should consider: The capabilities and constraints of/on existing internal resources. What needs to be obtained from external

suppliers.

7.2 Competence, - Has the Organisation:

1) Demonstrated that it has considered key elements regarding competence of persons working within the ISMS?

This includes: Determining the necessary competence of persons that affect the performance/effectiveness of the IMS Ensuring that persons

are competent on the basis of education, training and experience. Taking actions to acquire the necessary competence and demonstrating the

effectiveness if these actions. Retaining appropriate documented information as evidence.

7.3 Awareness, - Has the Organisation:

1) Ensured that persons under its control are aware of the Information Security Policy, its objectives, their
contributions to the effectiveness of the ISMS and benefits of improvement?

This will improve performance and the effectiveness of the ISMS.

2) Ensured that all persons understand the implications of not conforming with the ISMS requirements?

7.4 Communication, - Has the Organisation:

1) Determined the internal and external communications relevant to the ISMS?

This includes: What. When. With whom. How. Who. Any reasons why communication shall be effected

7.5 Documented Information

1) Does the Organisation's ISMS include documented information required by the International Standard and that
which they have determined as necessary for the effectiveness of the ISMS?

2) When creating and updating documented information, has the Organisation ensured appropriate: ID's,
descriptions, format and regular reviews/approvals are used/in place?

3) Has the Organisation ensured that documented information required by the ISMS is: available, suitable for use
when and where it is needed, and adequately protected?

In controlling documentation, the Organisation must also address: Distribution, access, retrieval and use. Storage and preservation. Control of

changes. Retention and disposal. Retention and control of relevant external documents.

Total : 0 of 0 (0.00%)

8.0 Operations

8.1 Operational Planning and Control - Can the Organisation Demonstrate:
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1) How they plan, implement and control the processes needed to meet their information security requirements and
objectives.

Ensure that any outsourced processes are determined and controlled as necessary.

2) That they have documented information necessary to demonstrate confidence that the processes for Information
Security requirements are carrier out as planned.

3) That they control planned changes and review the consequences of unintended changes and take action to
mitigate any adverse effects as necessary.

8.2 Information Security Risk Assessment - Can the Organisation Demonstrate:

1) That they have performed Information Security risk assessments at planned intervals or when significant changes
are proposed or occur.

8.3 Information Security Risk Treatment - Has the Organisation Demonstrated That:

1) It has implemented a Risk Treatment plan, retaining documented information of the results.

Total : 0 of 0 (0.00%)

9.0 Performance Evaluation

9.1 Monitoring, Measurement, Analysis and Evaluation - Has the organisation:

1) Identified what needs to be measured, when and how; alongside the methods of analysis to ensure valid results?

2) Demonstrate that they evaluate the performance and effectiveness of the ISMS and retain records of this?

9.2 Internal Audit - Has the Organisation:

1) Planned/scheduled regular internal audits that meet ISMS/standard requirements and that confirm the ISMS is
implemented and maintained?

2) Ensured all aspects relevant to the carrying out of internal audits?

These aspects include: [] Frequency. Methods. Responsibilities. Planning. Review of previous results. Reporting and followed-up of issues

highlighted. Criteria and scope. Relevant legislation. Appointment competent auditors with impartiality.

3) Demonstrated that: it reviews the ISMS at planned intervals, takes action on any improvements without delay, has
methods of reporting information to relevant stakeholders and retains documented information in relation to the
audit programme?

9.3 Management Review:

Top management shall review the organisation's information security management system at planned intervals to ensure its continuing

suitability, adequacy and effectiveness.
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1) Can the Organisation demonstrate that it reviews the ISMS at planned intervals to ensure its continuing suitability,
adequacy, effectiveness and alignment with strategic direction? The review should consider all relevant aspects of the
ISMS. (See tooltip).

The management review should consider: The status of previous actions. Changes in internal and external issues. The performance and

effectiveness of the ISMS. The extent to which objectives have been met. Non-conformities and corrective actions. Monitoring and

measurement results. Audit results. Results of risk assessment and status of risk treatment plan Opportunities for improvement.

2) Has the Organisation demonstrated that the results from the Management Review invoke decisions and actions
that improve the effectiveness of the ISMS?

This may include: Opportunities for improvement. Any need for changes to the ISMS. Resource needs. Training and competence needs.

Legislation changes.

Total : 0 of 0 (0.00%)

10.0 Improvement

10.1 Non-Conformity and Corrective Action - Has the Organisation Demonstrated That:

1) It has evaluated the need to take action to control and correct non-conformities and that it has taken these actions
to deal with the consequences?

This process may include: Reviewing and analysing the nonconformity. Determining the root causes. Determining if similar issues could occur.

2) That it has evaluated the need for action to eliminate the causes of nonconformity by: reviewing the
nonconformity, determining the causes and determining if similar nonconformities could exist or potentially occur.

3) Implemented any action required, reviewed the effectiveness of the actions taken, and made changes as required
to the ISMS

4) It retains documented evidence of the nonconformities and action taken, plus the results of any corrective action.

10.3 Continual Improvement - Has the Organisation Demonstrated:

1) Its commitment to the continual improvement of the suitability, adequacy and effectiveness of the ISMS?

Total : 0 of 0 (0.00%)

Audit Score : 0 of 0 (0.00%)

Notes / Summary

Please notify SMT of any non-conformances findings immediately and raise in Improvement Module
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